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PER CURIAM.

On appeal, Trotter argues § 1030(a)(5)(A)(1) is
unconstitutional as applied to his conduct: an attack on a not-for-profit organization's computer
network that was connected to the Internet and used to communicate with out-of-state computers.
We affirm.

FNI1. The Honorable Rodney W. Sippell, United States District Judge for the Eastern District of
Missouri.

1. Background
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FN2. Trotter frames his argument on appeal as a challenge to the district court's denial of his
motion to dismiss for lack of jurisdiction. Because Trotter was charged with an offense against

the laws of the United States, the court clearly had jurisdiction and his motion to dismiss was
roperly denie
A challenge to the

constitutionality of a statute as applied to a particular defendant does not extinguish jurisdiction.

The substance of Trotter's
argument, however, constitutes a challenge to the computer sabotage statute's constitutionality as
applied and we will address it as such.

II. Discussion

We review a constitutional challenge to a statute de novo. United States v. Mugan, 441 F.3d 622,
) prohibits a person from knowingly
causing “the transmission of a program, information, code, or command, and as a result of such
conduct, intentionally caus[ing] damage without authorization, to a protected computer.” A

“protected computer” is defined, in pertinent part, as a computer “which is used in interstate or
foreign commerce or communication.”




The Commerce Clause of the Constitution grants Congress the power to regulate interstate
commerce. U.S. Const. Art. 1, § 8, cl. 3. This includes the ability to regulate channels of
interstate commerce, instrumentalities of interstate commerce, and those activities that
substantially affect interstate commerce. *921 United States v. Lopez, 514 U.S. 549, 558-59, 115
S.Ct. 1624, 131 L.Ed.2d 626 (1995). No additional interstate nexus is required when
instrumentalities or channels of interstate commerce are regulated. See, e.g., United States v.
Corum, 362 F.3d 489, 494-95 (8th Cir.2004).

Trotter challenges the application of § 1030(a)(5)(A)(1) to his conduct. He contends the Salvation
Army's computer network was not a “protected computer” and therefore his attack falls outside
the scope of the statute. He also implies that § 1030 is unconstitutional as applied to his conduct
because the Salvation Army is a not-for-profit organization. His argument, in essence, is that
because “[n]early all computers [these] days are used someway in interstate commerce through
the [I]nternet or private networks,” the statute cannot possibly be so broad as to cover the
computer network of a not-for-profit organization like the Salvation Army. We disagree.

Trotter's admissions demonstrate the Salvation Army's computers fall within the statutory
definition of a “protected computer.” Trotter admitted the computers were connected to the
Internet. “The Internet is an international network of interconnected computers,” Reno v. ACLU,
521 U.S. 844, 850, 117 S.Ct. 2329, 138 L.Ed.2d 874 (1997), and is comparable to “a sprawling
mall offering goods and services.” Id. at 853, 117 S.Ct. 2329. As both the means to engage in
commerce and the method by which transactions occur, “the Internet is an instrumentality and
channel of interstate commerce.” United States v. MacEwan, 445 F.3d 237, 245 (3rd Cir.2006);
see also United States v. Hornaday, 392 F.3d 1306, 1311 (11th Cir.2004) (“Congress clearly has
the power to regulate the [I]nternet, as it does other instrumentalities and channels of interstate
commerce....”). With a connection to the Internet, the Salvation Army's computers were part of
“a system that is inexorably intertwined with interstate commerce” and thus properly within the
realm of Congress's Commerce Clause power. MacEwan, 445 F.3d at 245.

Trotter also admitted the computers were used in interstate communication. He agreed in his plea
agreement and again at his plea hearing that the computers were used to communicate with other
computers outside the State of Missouri. Thus, the computer network of the Midland Division of
the Salvation Army was “used in interstate ... commerce or communication” and therefore fell
within the ambit of the statute. 18 U.S.C. § 1030(e)(2)(B). The Salvation Army's status as a not-
for-profit entity has no bearing on our analysis; it is the characteristics of the computer or
computer network, not the entity using the network, that is the focus of the statute.

Our conclusion that § 1030 is constitutional as applied to an attack on the Salvation Army's
computer network is consistent with the Seventh Circuit's analysis in a similar case dealing with
§ 1030. In United States v. Mitra, 405 F.3d 492 (7th Cir.2005), the defendant was convicted of
causing damage to the computerized communication network used by emergency responders in
Madison, Wisconsin. He challenged the application of § 1030 to his conduct. The Seventh
Circuit held the communication system harmed by the defendant's conduct was protected by the
statute because it was engaged in interstate communication and, specifically, it was engaged in
communication on the electromagnetic spectrum regulated by the Federal Communications
Commission. Id. at 496. Like the Internet, the spectrum is a channel of interstate commerce
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